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Abstract: With the continuous breakthroughs in generative artificial intelligence represented by diffusion models in
the field of visual content synthesis, the generated images have approached or even partially surpassed real photographic lev-
els in terms of visual realism and content diversity. However, the rapid development of this technology has also made the de-
tection and identification of generated images—especially deepfake content that may be used for malicious purposes—in-
creasingly complex and challenging. Most existing detection algorithms perform well in controlled laboratory environ-
ments, but in open real-world scenarios, once they encounter significant distributional differences between training and test-
ing data—such as unknown generative models, unseen image styles, or forged samples subjected to complex post-processing
—their generalization capability and robustness often exhibit notable deficiencies. To address these challenges, this paper
proposes a generated image detection method based on contrastive learning of diffusion artifacts (CLDA) from the perspec-
tive of hard sample classification. The approach employs multi-module collaborative optimization to enhance the detection
accuracy and robustness of the model for generated images. First, challenging generated samples are constructed using high-
quality diffusion models to provide a richer data foundation for model training. Subsequently, an artifact enhancement mod-
ule is designed, introducing a latent space cross-domain enhancement strategy. This strategy expands the forged feature

space through feature interpolation weighted by cosine similarity, while incorporating a domain loss mechanism to guide
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the encoder in learning discriminative features across different forgery domains, thereby preventing the model from over-re-

lying on specific forgery patterns. Furthermore, a contrastive loss function based on latent space boundaries is proposed,

which employs dynamic weighting to focus on hard sample pairs near the decision boundary. This enhances the model’s

ability to discern subtle differences between real images, generated images, and inverted images. This loss is then combined

with binary cross-entropy loss to construct a unified multi-objective optimization function. To validate the effectiveness of

the proposed method, comparative experiments were conducted on two public datasets, Genlmage and DRCT-2M. The ex-

perimental results demonstrate that the detector optimized by the proposed framework achieves an average accuracy im-

provement of 1.1 percentage points on the Genlmage dataset and 4.8 percentage points on the DRCT-2M dataset. Addition-

ally, under challenging scenarios such as image scaling, JPEG compression, and Gaussian noise, the proposed method main-

tains a high average detection accuracy, with its robustness significantly outperforming existing comparative methods.
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Figure 1  Image decision boundary
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Figure 5 Residual block design framework
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Figure 6 A contrastive learning framework based on diffusion artifacts
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F1 7 Genlmage IFE b, RE 75 AT B A9 ALK i %
Table 1 Performance tests corresponding to different methods on the Genlmage dataset unit: %
Method Midjourney SDvl4 | SDvl.5 ADM GLIDE Wukong VQDM BigGAN AVG
Acc Acc Acc Acc Acc Acc Acc Acc Acc
Ours 94.3 99.6 99.6 66.4 73.3 99.5 76.8 59.4 83.6
CNNSpOT!™ 52.8 96.3 95.9 50.1 39.8 78.6 53.4 46.8 64.2
F3NET? 50.0 99.9 99.9 49.9 50.0 99.9 49.9 499 68.7
ResNet50""! 54.9 99.9 99.7 53.5 61.9 98.2 56.6 52.0 72.1
GramNet® 54.2 99.2 99.1 50.3 54.6 98.9 50.8 51.7 69.9
UnivFD™ 91.5 96.4 96.1 58.1 73.4 94.5 67.8 57.7 79.4
DIRE" 60.2 99.9 99.8 50.9 55.0 99.2 50.1 50.2 70.7
NPR™! 66.4 98.9 98.8 55.6 67.7 97.6 60.3 54.2 74.9
LarE2"" 66.4 87.3 87.1 66.7 81.3 85.5 84.4 74.0 79.1
DRCT" 94.6 99.8 99.8 61.8 65.9 99.9 74.8 58.8 81.9
LATTE"" 71.3 79.3 81.8 82.8 92.8 82.0 82.9 87.8 82.5
C2pP-CLIP!™ 56.6 77.5 76.9 71.6 73.5 84.4 73.7 85.9 75.0
T R A X e s AR
F2 7EGenlmage HIFE b FIARE Y SR B 2 OB AT L LR BT %
Table 2 On the Genlmage dataset, the inversion samples were reconstructed using different diffusion models to compare the experimental effects  unit: %
Method Midjourney SDv1.4 SDv1.5 ADM GLIDE Wukong VQDM BigGAN AVG
Acc Acc Acc Acc Acc Acc Acc Acc Acc
Ours 94.3 99.6 99.6 66.4 73.3 99.5 76.8 59.4 83.6
Ours(SDv2) 98.2 97.8 97.8 60.0 60.0 95.9 61.3 523 77.9
TE IR A X e s SR
%3 TEDRCT-2 MEIEE b RE AT A HEEE IR BT %
Table 3 Performance tests corresponding to different methods on the DRCT-2 M dataset unit: %
Lou SD | SD | SD | SD | SDXL- | SD- |SDXL-| LCM- | LCM- | SDvl- | SDv2- | SDXL- | SDv1- | SDv2- | SDXL we
Method vl.4 | vl.5| v2 | XL | Refiner | Turbo | Turbo | SDv1.5 | SDXL Ctrl Ctrl Ctrl DR DR -DR
Ace | Ace | Ace | Ace | Ace Ace Acc Acc Acc Acc Acc Acc Acc Acc Acc Acc Acc
Ours | 99.9|99.9|99.9|94.9 [73.9| 747 | 862 | 625 | 99.5 | 66.5 | 99.9 | 893 | 73.0 | 100 | 99.4 | 92.8 | 88.3
CNNS
- 99.9 199.999.9|97.5|663| 866 | 861 | 724 | 982 | 61.7 | 979 | 858 | 82.8 | 609 | 51.4 | 503 | 81.1
F3NET?" | 99.8 [ 99.8 [99.8 | 88.7 |55.8| 87.4 | 683 | 637 | 974 | 549 | 98.0 | 724 | 820 | 654 | 503 | 50.3 | 77.1
ResNet
- 99.0 [ 99.999.9|94.6 |62.1| 91.4 | 834 | 644 | 989 | 574 | 99.7 | 80.7 | 82.1 | 658 | 50.7 | 50.5 | 80.0
Gram-
Neyt™ 99.4 (99.0 | 98.8 953 |62.6| 80.7 | 712 | 693 | 93.1 | 57.0 | 90.0 | 75.6 | 82.7 | 51.2 | 50.0 | 50.1 | 76.6
UnivFD™' | 983 [ 96.2 963 |93.8(91.0| 939 | 864 | 859 | 904 | 89.0 | 90.4 | 81.1 | 89.1 | 52.0 | 51.0 | 50.5 | 83.5
C2p-
CLIp 97.2196.3|93.3|84.3|535| 679 | 747 | 60.6 | 90.1 | 66.1 | 869 | 68.7 | 77.8 | 672 | 57.1 | 56.7 | 74.9
Conv-B®" 1 99.9 199.9999 [958 |64.4| 820 | 80.8 | 60.8 | 993 | 623 | 99.8 | 834 | 733 | 61.7 | 51.8 | 504 | 79.1
NPR®! | 98.6|99.898.6|94.7|67.7| 833 | 821 | 634 | 983 | 633 | 982 | 81.1 | 73.0 | 688 | 644 | 72.1 | 81.7
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Figure 7 Robustness evaluation of resizing, JPEG compression, and Gaussian noise on the Genlmage subset SDv1.4
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Figure 8 CAM and SRM visualization images
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